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DNSSEC @ .CA 

DNSSEC is a multi phase project 
 

• Phase 1 – Sign .CA (completed January 2013) 
– Dual in-line signer – works great! 

 

• Phase 2 – Implement DNSSEC support in the .CA 
registry (completed March 2014) 
– Canadian solution eh! 

 

• Phase 3 – Promote adoption of DNSSEC in Canada 
– .CA registrars, Internet service providers, enterprise 
– On-going 
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DNSSEC Signer & Validation 

• Dual online signer sets 
located in different locations 
– Sign with Bind & OpenDNSSEC 

– Signed zone file validation 

– DR site always up to date 

 

• Resilient solution  
– 1 year 9 months in production 

– 21 ZSK rollover  

– 1 KSK rollover – all good! 

 

2.0/8.0 – DNSSEC Signer & Verification (Step 2)
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DNSSEC in the .CA Registry 

 

• Primary objectives: 
 

Keep it simple for Registrars to work with .CA 

 

 

eh! 
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DNSSEC in the .CA Registry 

• Accepting DNSSEC material 
from Registrants via the 
Registrars into the registry for 
inclusion in .CA zone file 
 

• EPP extensions for DNSSEC are 
defined in RFC5910.   
 
– Support DS interface 
– Support DNSKEY interface 
– Support DS and DNSKEY 
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DNSSEC – Canadian Adoption 

DNSSEC Strategy: 
• Develop value proposition 
• Document end user benefits 
• Identify operational impacts 
• Provide DNSSEC technology 

awareness and education 
 
To Canadian: 
• Registrars 
• Registrants 
• ISPs / DNS Operator 
• .CA Internet Users 
• Enterprise/Governments 

.CA Signed (DNS) – Phase 1

DNSSEC IN RGY – Phase 2
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.CA Registrars 

• Web  

• Not EPP  

• 93 signed 
domains  
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ISPs - Good News 
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Source: 
http://gronggrong.rand.apnic.net/cgi-
bin/ccpage?c=CA&x=1&g=0&r=1&w=3 



Questions 

• If you want our DNSSEC Registrar 
specifications document, let me know,           
40 pages of good stuff. 

 

• Please contact us @ CIRA if you have any 
questions 

cira-dnssec@cira.ca 
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